BUILDING A CULTURE OF
SECURITY:

CYBERSECURITY BASICS FOR
TRANSIT IN NC

A plain-language primer on Operational Technology (OT)
cybersecurity for agencies of every size

NCDOT IMD | SEPTEMBER 2026




Welcome & Today’s Agenda

Why we’re here

Most transit training covers finance and safety. Today we add cybersecurity to the
leadership toolkit.

What we’ll cover (45 minutes)
= What OT cybersecurity is — in plain language

* Why it now matters for FTA-funded transit

Real incidents here in North Carolina

What FTA expects — and how it differs by agency

Practical first steps for any size agency

How to engage: live Q&A and a parking lot at the end.
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' What Is OT Cybersecurity?

OT = Operational Technology

In transit, OT includes:
= CAD / AVL (dispatch & vehicle location)

» Scheduling & trip-booking / demand-response
software
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BLo ,3" » Fareboxes & mobile ticketing

DI : .
mas = Two-way radio & communications
5)9 - RS = Cameras & facility access
ey

a = Fuel management & vehicle telematics

B If these fail — service is impacted



Rural

Trip-booking / scheduling
software

Dispatch phones & two-way radio
Fareboxes or fare app

A few cameras; office network
Fuel card / small fuel system

Small Urban

CAD/AVL & real-time bus tracking
Garage HVAC, fueling, bay doors
- Supervisory Control and Data
Acquisition (SCADA)

Camera & access-control
systems

Mobile ticketing / fare network
Vehicle telematics fleet-wide

Urbanized + Iight rail

Signaling & train control

Full SCADA / traction power
Operations Control Center
(OCCQC)

Enterprise fare & comms
networks



Why This Matters Now

‘((l‘[’z Cyber threats are increasing across transit systems
m Regulators (TSA, FTA) are tightening expectations

G Cyber is now an operational resilience issue — not just IT
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Who This Applies To

Same FTA expectation — two different paths to it. Know which one is yours.

~ N \
Directly Reviewed by FTA Covered Through NCDOT
Triennial Review Triennial & State Management Reviews
« 23 urbanized Section 5307 recipients (e.g., » Rural/small Section 5311 & 5310
CATS) subrecipients
» Reviewed by FTA every three years « Counties, non-profits, turnkey operators
« Cybersecurity is now its own scored * No individual FTA review of your agency
review area - NCDOT is reviewed on subrecipient oversight
 Must show a real cyber risk-management — expectations reach you via NCDOT policy
process
- J J

Two doors to the same room — both need a real, usable cyber program.



Takeaway #1

Cyber Risk = Service Risk

» Key idea: OT cybersecurity is about operations, not just data

= |IT cyber = data — OT cyber = dispatch, buses, fares, comms
= A cyber event can cause:

= Service disruption

= Safety constraints

* Reputational damage

= | eadership question:
& What systems, if disrupted, stop service?”




It Already Happened Here

Real Incidents

Cyberattacks are surging across North Carolina

= Record 2,349 data breaches reported in NC in 2025; hacking
drove ~77%

= Thomasville, NC (2025): ransomware shut down city systems for
WEELES

= Durham City/County (2020): attack hit shared systems, including
911 dispatch

= Charlotte (CATS): under active federal safety oversight — how
fast an agency lands under FTA scrutiny

= County-level attacks (e.g., near Anson County) hit small agencies
least ready to respond

Resilience angle: when Hurricane Helene took down mountain-county
communications, comms down is comms down — weather or
attacker.

If it can hit a city hall or a county, it can hit a transit operation




ELGEVE VA

Protect What Matters Most

Key idea: Focus on the “crown jewels”

» Start with asset visibility
* Prioritize critical systems (not everything equally)
» Apply fundamentals:

= Network segmentation (IT vs OT)

= Controlled remote access

= Monitoring & detection

= Backups & recovery




Leadership Translation

What leaders should ask:
* Do we know our critical OT assets?

* Can IT issues spread into operations?
* Who has remote access to our systems?

« Can we detect issues quickly?

& You don’t need tools first — you need clarity and
control




Takeaway #3

Resilience is Practiced —
Not Written

Plans don’t matter if they aren’t exercised

Cyber incidents = operational incidents

Response involves:
Operations
IT / Cyber
Safety
Communications
Executives

Include vendors and maintainers
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What to Practice

Run realistic scenarios:

= Ransomware affecting operations
= Loss of control center visibility
* Vendor account compromise

= Communications outage

Measure success:

= Detect — Isolate — Communicate — Recover




TRANSPORTATION

SUMMIT!

A “Cultural” Shift - Cybsecurity is not a bolt-on

It is becoming a core engineering + leadership discipline

Converging with:
« Safety
» Operations
» Capital programs
& From compliance — to operational resilience
NCDOT IMD | September 2026
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Leadership Takeaway

“OT cybersecurity is not a firewall project. It is a leadership responsibility.”

»1I|
'!i !

i

Govern the risk
Protect critical systems
Practice the response

& Keep the system running. Keep the public moving. Keep trust intact
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Q&A, Parking Lot &
Resources

Keep the Conversation Going

» Ask now: poll questions and live Q&A — no question is too basic
» Parking lot: we’'ll capture what we can't finish today and follow up
» Ongoing Q&A: a standing channel for FTA review questions and regulations
» Stay connected: regional check-ins with your NCDOT grant representatives

You don’t have to figure this out alone.
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