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Intro to SIPS &
NCDOT's Data, Technology, and Al Program
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Office of Strategic Initiatives & Program Support

SIPS

> Data driven problem/gap identification

Core Purpose: m> Robust modeling, forecasting, and scenario planning

Help NCDOT maximize

success, act strategically,
and prepare for the
future

m Clear strategy waterfall from vision to tactical and
= |/ Operational goals that everyone supports

@e® \ Structure of transparency and accountability to know how
a|m® ) we're doingin all areas

Plan governance to ensure open dialogue and frequent
calibration as new information becomes available
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NCDOT SIPS RyarleiEEergtror:ﬂem

Data Governance

Performance
& Operations

Amna Cameron
Data & Deputy Director

Information Research &
Forecasting

Programs
and Projects

Data &
Technology

Statewide
Initiatives

Research

Corridor

Value e Develgpment
Management Engineers




ncdot.gov
9 Data Governance

There are many questions that require NCDOT to
have effective data capabilities

How do we
effectively track
our performance N
Who are the metrics? new appli c7at/ Of What is our pipe
stakeholders on rollout: inventory?
this project?

What is the
schedule for our

What partners do

we share this
Which of our data with?

programs fit the
criteria for this
funding source?

What work is How much $ has
upcoming in my been spent in my
legislative division?
district?

It is critical for transportation agencies to improve the formal execution around the
definition, production, and usage of data to manage risk and improve the quality of decision making
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9 Data Governance

An integrated strategy can help NCDOT solve
challenges

Thereare 15 Our public facing-
Do we have projectsin website says we
this data? ProjectWise have 10 projects

What projects are
going on near
me?

The Al chatbot
saysthereare
96 projects

Let me find

out foryou...
I don'tthink all of

those projects are
still active

I can only see
12 active
projectsin
SAP

Simple requests become complex due to a range of issues including poor data integrity,
lack of standard definitions, disparate systems, and lack of coordinated governance
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SIPS Role in NCDOT'’s Data, Technology and Al

Program

Data &

Information
Branch
est. Summer 2024

> Data driven problem/gap identification

nﬂ Robust modeling, forecasting, and scenario
planning

<. \ Clear strategy waterfall from vision to tactical and
=== | Operationalgoals that everyone supports

@@ Structure of transparency and accountability to
know how we’re doingin all areas

Plan governance to ensure open dialogue and frequent
calibration as new information becomes available

Define the overall agency
vision and objectives

Facilitate the Data,

Technology, & Al

Strategy

Align technology

investments with

NCDOT Data overall agency
& trategy

Y ncoor
Executives
Align Data,
Technology, & Al
Strategy with overall
agency strategy,

Define the Data, T mr e Inform and

Technology, & Al N BEanEn ericute the
Strategy . ata,

> Business A/Technology,

& Al Strategy

Align business needs with
technology investments

NCDOT Data, Technology, and Al Strategy and Governance Plan to be completed by end of 2024
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Basics of Data Governance
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Data Governance

Defining and Understanding Data

3) Information

; - 1) Raw Data 2) Component Data Data is valuable
Data is the c(/g/ta/ ) P Product S ——
) representation of : >
ol reality \ Data which are the / make decisions
|Za Smaller data units which Dat ructed consequence of
© are used to create a; (t:ons (rjuct N olromt'l performing
o information and ra:c/y Ia @ a(;w store unC; manufacturing activity
O component data items afinal product is create on data and is the basis
for decisions
) l ' ' l
& Inputs System Extract, : Data Warehouse | ebort Report /
8 Input Data e Transform, epor ! Visualization
4 % Load —~ Writing —
— — : i =
. m :> = — [
o N [——]
[ ; i 1

Data governance is the organizing framework that develops and oversees the policies and procedures
around data. The primary objective is to manage risk and improve the quality and usability of data.

10
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Data Governance must be designed with
consideration around data management and IT
governance practices

Key Dimensions to Drive Data Governance

Data Governance

DATA MANAGEMENT DATA GOVERNANCE I'T GOVERNANCE

A framework for effective
Data Governance is the governance to assist
organizing framework those at the highest level
that develops and of organizations

Data Management is the
specific policies,
processes, tools, and
technology that
organizations employ to
control, oversee, and
utilize their data

oversees the policies and understand and fulfill
procedures that make up their legal, requlatory,
the organization’s Data and ethical obligations
Management with respect to their
organizations’ use of IT

Data Governance...

x IS NOT simply a way to comply with the minimum reporting requirements

v IS a way to empower and transform the organization by applying continuous
Improvement to data processes to achieve business objectives

11
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Data governance common misconceptions

" Misconception |b Reality

It's an IT responsibility

One size fits all

It can succeed through a grass roots bottoms up
effort

It's about having the right tools

It can be an add on responsibility that doesn't need
to be measured or rewarded

It's a big bang implementation

Data Governance requires a partnership between
Business, Technology, and Operations

The organization, processes, and technology must be
tailored to fit the culture and leverage existing
governance structures and technology

Success requires executive advocacy and
sponsorship

Data governance requires the integration of
organization, processes, and technology tools

Data stewardship may require full time staff
commitment. If the role is not measured or
rewarded, the result will be ineffective governance
action

Standing up data governance structures is an
evolutionary process that requires effective change
management 12
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Benefits of Strong Data Governance

Improved Decision Making

Operational Efficiency

Regulatory Compliance

Enhance Workforce Productivity

Completeness and accuracy of
data enables improved real
time decision making (e.g.
project prioritization, asset

mgmt etc))

Increase the overall cycle time
for execution across the
project lifecycle

Ability to meet evolving
regulatory demands for data
management with accurate

reporting

Increased usability of data
to enable to increase
worker productivity (do
more with the same)

Enable Trustand Transparency

Minimize Operational Risk

Increase Agility

Tighter Integration

Increase trust with data within
organizations and to external
stakeholders: regulators,
citizens, customers

Increase visibility into
exceptions and risk
identification with enhanced
data capture and validations
(e.g., holistic view)

Faster time to market on
rolling out technology
projects and strategic

initiatives (e.g., respond to
major weather events)

Unified Information/
flexible data models
capable of supporting
multiple business priorities
/ projects

Enable Advanced Analytics

Increase Accountability

Reduce Waste / Rework

Minimize Security Risks

Trusted, organized, and reliable
source data is the foundation for
effective predictive models

Enable a culture of accountability
(data ownership) to meet
minimum standards of data
quality and enable points of
single source of truth

Reduce the time for data
acquisition and preparation
(20%- 30%) and increase the

time for analysis

Improve data classification
capabilities for PIl and other
sensitive information to
improve monitoring and
better address reputational
risk

13
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Leading data governance programs employ a
collection of roles to deliver various data

governance responsibilities

Set strategy, approve

& — policy, arbitrate
o) Committee
&
AQ)
) . .
Deis Oversee Data Domains, define
T —_ function specific policy,
process, tool decision

Data Monitor data quality, enforce

S Stewards __, policies, manage inquiries
N
S
@
System Implement system policies
Custodians within systems, control access,
— manage data flows
»
& Follow policies and
© Data p

Producers Consumers procedures, report integrity
— issues, attend trainings

Network of people focused on

data quality and access

Method of structuring and
enhancing scattered efforts
that exist today

Structure will overlay existing
roles in organization

Shift from systems-centric to
Domain-centric

Capable of surviving
reorganizations by role
reassignments

Temporary membership will
bring fresh ideas and buy in

Benefits and Defining Factors

14
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Leading Data, Technology, & Al Programs are being
led by Chief Data Officers / Offices (CDOs)

More than 65% of organizations have implemented an Office of the CDO to be accountable for shaping and delivering
data and/or analytic capabilities to the enterprise. Given the increased focus on Al, data literacy, data
commercialization, the CDO role is becoming more strategic and less transactional with the portfolio of functions

under their remit requiring increased levels of investment.

Provide insights and monitoring capabilities
to support the growth and health of the
business, leveraging data analytics to inform
strategic decisions

Establish and oversee data
governance frameworks to ensure
data quality and accessibility while
maintaining data integrity across the
organization

Develop and implement data
strategies and policies that align
with the organization's goals,
ensuring that data is leveraged as
a strategic asset

Drive cultural change to foster a
data-driven organization,
promoting data literacy among
employees to enhance data
utilization

Responsible for the overall
architecture and quality of
data, ensuring that it is
structured and maintained in
a way that supports business
needs
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To facilitate this data governance transformation, a
"domain-centric" view needs to be adopted

Example DOT Domains

Iissets and Equipment
29 Trustee

3 [Sub-domain 1, sub-domain 2, ...]
Steward 1A, 1B

Contracts
Trustee 3

[Sub-domain 1, sub-domain 2, ...]
Steward 3A, 3B

DOT Staffand HR
Trustee 5

[Sub-domain 1, sub-domain 2, ...]
Steward 5A, 5B

‘Domains” or logical groupings of data will be
assigned to Data Trustees across the
organization

Field Work
Trustee 2
[Sub-domain 1, sub-domain 2, ...]

Steward 2A, 2B

Trustees oversee a domain. Trustees define
function specific policy, process and tool
decisions, and provide oversight of data

Inquiries

Facilities
Trustee 4
[Sub-domain 1, sub-domain 2, ...]
Steward 4A, 4B

3 Domain structures also include sub-domains
stewards. Stewards are responsible for
ensuring standards are followed, enforce

Projects
Trustee 6
[Sub-domain 1, sub-domain 2, ...]

policies, monitor data quality, handle data
inguiries, identify data issues

16
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These roles work closely together to quickly
address data governance issues

Example of an issue with small pipe inventory reporting

O
—a

Do~

Data
Trustees

Data
Stewards

System
Custodians

ol e s

DEL]
Consumers

v
>

DG Committee

n Reviews report and sees

small pipe inventory
QA/QC issues; initiates
review to determine cause

Data Producers

Approves business case for

new app

e Approves standard small

pipe definitions; prepares
app request business case

e Makes recommendation

for standard definitions

and purchasing new app

Q‘

Identifies open text box
source of issue; can code

drop down or upgrade app

Confirm challenges with

getting data into useful form;

wants standard query

Each district has their own
descriptions they use when

entering into system

evelops commmunications
for new pipe definitions
and app instructions

Begins installing and
customizing new app

A

Begins developing
standard query

v

Begins using app and
entering standard data

17
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Activating each domain will require a 5-step process...

Step]

Step 2

Step 3

Step 4

Step 5

Domam Deep-
rientation Domain Setu HealthScoreCapture

Broad messaging
of data
governance
program

Explanation of
domain
implicationsat a
high level

Assign and orient
trustees

Assign and orient
stewards

Map out structure
of domain

Identify datasets
Identify overall
challenges and

strategic goals

Conductdata
flow sessions

Assign “domain
health” group

Assess health of
domain’'s data
governance

Build control
panel

Identify key terms
to be defined

Facilitate deep
dive review of
datasets using
control panel

Identify key pain
pointsand
improvement
initiatives

Develop and
provide QA/ QC
procedure to
Stewards

Prioritize
initiatives and
develop
implementation
plan

Execute targeted
improvements,
including work
profile updates

Track progress
and tangible org
benefits

Implement data
quality KPIs

18



Domain Activation Playbook - lllustrative Example

Step1 Step 2 Step 3 Step 4 Step 5

Health Score Domain Deep- _
Orientation Domain Setup Capture Cive Implementation

& Definitions

Key Activities: Implementation will include activities such as the development and rollout
of standard definitions:

Prioritize initiatives and

develop Identify & Define

m plementatl onp lan Stewards memorialize key terms & definitions for their respective datasets

A 4

Execute targeted

im provements, Key terms & definitions are collected and categorized into 4 groupings

including work profile '

updates Validate & Adjust

Key terms & definitions are reviewed to pinpoint varying definitions / commonalities across other domains & sub-domains

Track progress and

tang ible org benefits Trustees ‘sign-off’ on key terms & definitions to be published

Implement data . Pwsh |

Key terms & definitions are published to the Department

quality KPIs
A 4

Rollout & Socialize

Key terms & definitions are communicated across the Department through various internal channels
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Example activities / outcomes of a Data
Governance Implementation

FuchcE:znal Project Managers Stockroom Clerks

Data Governance

Required key project milestonesand Data entry standards and policies will be
_ project details will become uniform established, rolled out, and monitored for
Actions among the divisions, standardizing division level stockrooms
reporting and expectations
Trust and Operational Efficiency Productivity and Decision Making
Benefits Standardized reporting = more consistent and Improvement of data standardization and

reliable data results accuracy through connection to producer

20
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NCDOT'’s Data Governance Program

21
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Building the Strategy and Implementation Plan for
the Program

Began with KPMG Scope of Work in July 2024

Baseline Current
State

Develop Future

Start Roll Out &
Vision & Plan

Implementation
Assessment =

Completed September 2024 Completed December 2024 Now through 2025+

22
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Data Governance

Evaluating NCDOT’s current state through several

avenues

Documentation
Review

Focus: Review of existing
documentation to
understand existing
processes, procedures,
guidelines related to data,
technology and Al

Agency-Wide
Survey

Focus: Agency-wide input

on current state as well as

aspirations for the future
relating to data

governance, Al readiness,
and technology

Functional Area
Questionnaire

Focus: Feedback from
Functional Area leads and
teams on current practices,
challenges, and
opportunities for data
governance, technology,
and Al

NCDOT &
NCDIT
Interviews

Focus: 1-hr discussions to
gather teams’ experiences,
opinions, and motivations

(qualitative research)

Data/Systems
Inventory

Focus: Development of an

inventory of systems
currently in use and
associated datasets,
reporting/analysis
functionalities, and
satisfaction levels

23



ncdot.gov Data Governance

The assessment revealed several positive
indicators...

= While individuals feel that there are pockets of

data that have some challenges (e.g., duplicate or Unable to Strongly Disagree Nt Agree Strongly
Agree

outdated data), >60% of individuals generally feel Answer Disagree
like they have the data they need for their jobs

and the data is of good quality.
| can trust that the data | am using

= While there is not a formal data governance is accurate 0% 1% 7%
program, some systems and units are oo
implementing elements of data governance in .
place (e.g., standardized data entry templates for I:no.w'what to do when | find data
field data collection, manual QA/QC, built-in IR T e 1% 2% 14%
system data validation). —

lh Il th tial data |

= While there is a strong desire for more systems to Z‘;e; 'o; essential data [ need
integration, >60% of individuals feel that it is easy vl 1% 3% 12%
to share data between teams and some systems oo
are highly integrated (e.g., DOH Inspector data .

’ I know where to find the data |
flows from iPad forms -> HiCAMS -> SAP). df iob
need for my jo 1% 2% 7%

= Culturally, there is a desire to transform (e.g.,
adopt advanced analytics/Al, enhance the working It is easy for me to request / share
relationship between NCDOT and NCDIT-T, data with other NCDOT teams

0,
develop a more integrated and strategic 2% 3% 10%
approach).

24

Preliminary; Non-Exhaustive
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...as well as several opportunities for improvement

While some elements of data governance exists in some units, there is no formal data governance program rolled out across the agency

While units generally feel like they have the technology they need, they face challenges with disparate systems and a lack of an integrated,
agency-wide data, technology, and Al strategy

There are opportunities to improve the working relationship between NCDOT and NCDIT-T to improve collaboration in the day-to-day
management of data, technology, and Al needs

There are critical gaps in the operating model to oversee and implement the data, technology, and Al strategy program (e.g., performance
measures, roles/responsibilities, policies, risk management)

While there has been some Al adoption to date, there are critical gaps across foundational elements to support large-scale adoption (e.g.,
business strategy, policies, data infrastructure, skills / training)

Historical behaviors and perceptions (e.g., lack of collaboration, resistance to change, distrust in Al) may present as cultural barriers to
transformations relating to data, technology, and Al

25



1 While some elements of data governance exists in some units, there is no formal data

governance program rolled out across the agency

Increased management and
labor costs (time and
resources) to make decisions
Agree  Strongly .
Agree without data

= Disparate systems and inconsistencies in data collection, .
data definitions, and metadata management create

further challenges in identifying the “source of truth” Unable tq Strongly Disagree Neutral
Answer zDisagree

Key Findings: “l know where to find the Impacts
source of truth for data”
= While there is a general feeling of high data quality, SRR
there is limited data governance elements (e.g., formal SISRCIE | ekl
not know/ ! H . : .
processes, roles, data management standards) in place R ——" . 29% » Reputation risk of incorrect
tovalidate quality. e ,_33:;'\ . information being shared with
TN the public / legislature
=  While some tools (e.g., ATLAS, Artemis) have data . 20% H
governance elements in place (e.g., templates and built- E E Quality risk of incorrect data
in data validation), generally other systems depend on - : being leveraged for projects/
ad-hoc and manual QA/QC processes for data E E 1% assets/ service delivery
validation with no formal data roles established. E 7% .
4% = :

and maintaining data integrity (e.g., SharePoint).

“For some data, you can go “There is a lack of definition of roles “You can generally find the data, but
to 3 different places and and responsibilities when it comes it can be a roundabout process to find
get 3 different answers ” to data management” the right person who has it”

Preliminary; Non-Exhaustive
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Looking to our Peers

NCHRP 20-44(48)

Peer Exchanges on Data Management and Governance Practices

Peer Exchange Themes - Organization

= Structure and Framework
= Policy, Procedure, and Standard

= Data literacy

+Organizational change

Organization

s Data Governance Operating Model

Overall DG Structure Data Domains

Asset Mgmt Capital

F - - %
DG Committee Working Groups Domain & Subdomain Sessions Executive Briefings
[T =]
- & . v
-
s, [ ]
Data Health Capture Data Definition Surge Policy & Procedure Progress Tracking

DG Portal / SharePoint.  Control Panels

= | E=1| - |86

o ] =

management (roles &
responsibilities)

= Operating costs

» Adapting to
changef/advancement

*Rules — made, changed,
implemented

-Data governance technology
solutions

» Organizational change
management (succession)

UNIVERSITTSf WISCONSIN institute for

—L. Sustaining a Data

Organizational

Principals

Getting There

- Data intake
g Enable Data I = Data warehousing
QOutcomes = Data quality
Data Governance in = Data security
Action

Successful
Data Governance

Governance Program
Gaing Forward

/

]

» Data accessibility
(internal/external)

= Data integration

\ Measuring the Value
of Data Governance
Measuring "|_

@ Performance

= Value of implementing a data
governance program

= Cost-benefit

« Making the case for data
governance to stakeholders

UMMILWAUKEE | PHYSICAL INFRASTRUCTURE
==

and TRANSPORTATION

ADOT

Surge Repository = QA/QC Procedures KPI Tracker Wins Tracker
=l = T
Tools D D S s
— - ==
Program Email Updates Town Hall Events Portal Updates Work Profile Updates

Change

Management & lves ; %’
Communications E i‘ﬂ &

Florida Department of Transportation: ROADS Initiative

Governance

Home Results Dashboard

Data Management Office Survey Responses

s, Microsoft, Facebook, Inc. and its a

%
2
3
F
H
§
£

cizational Aligy,
s e,

hange Manageme"
Closing the Gaps
The ROADS Initiative will help to close the data and information gaps identified early in the project by:

+ People - Establishing a formal data governance structure to make key decisions related to data and
information.

+ Process - Training FDOT staff on the Data Governance Component Model and implementing
standard processes and routines to provide a formal approach to data governance.
Powered by Esri + Technology - Providing common standardized tools, technologies and frameworks that will be used

across FDOT to make data/information more accessible.

27
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Example from Ohio DOT

Data Governance

28
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Leading Data, Technology, & Al Programs utilize
several “building blocks” to oversee and execute
the program

Chief Data

Data
Governance

Executive

Officer / Office

Leadership (CDO)

I'T

Technology :
s

29
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Proposed NCDOT Program Structure

Secretary of Transportation

Executive Steering Committee

SIPS Data and Information Branch

Data Governance Committee Tech Governance Committee Al Governance Committee

Working Groups & Sub-Committees

NCDIT-T

30
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Data, Technology, and Al Program Vision

Data Governance

Vision:
NCDOT leverages data, technology, and advanced analytics at all

levels of the organization to enable data-driven decisions and
Improve business outcomes

4 N 4 - - - 4 - A 4 - - 4 - A 4

Prepare NCDOT's data : i Enhance work planning Improve risk
Establish structure and S
and systems for Al and e and prioritization management and
; governance policies ’ s .
analytics processes organizational alignment

Develop core data
models for common
analytic needs

Key Component of Program Success = Data Governance Draft

Program Improv.e d.e(:|5|on— Generate Enhance Be good Foster Improve the
T making insights and workforce external stewards : : employee
Objectives: o : : innovation :

capabilities capacity transparency of public funds

experience
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Data, Technology and Al Program Benefits

g O f @

Trust in Efficiency and Improved Data-driven
data productivity insights behaviors

1 1 I 1

Ability to quickly
adopt advanced
analytics / Al

Improved data Modernized
quality and access technology

Data literacy and
culture building

Setting the
foundation...

@i NCDOT and NCDIT-T Operating Model Foundations

Data Governance

...for becoming a
data-driven
organization

32



Contact Us

Caitlyn Mabry, PMP

NCDOT Data and Information Manager
cmmabry@ncdot.gov
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Michael Stacey

KPMG Managing Director
michaelstacey@kpmg.com
216-296-7775
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